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Mm Formal methods supporting modelling and verification.
AGH Qualitative approach

A. Modelling behaviour - generation mainly LTS
* (High Level) Petri nets (CPN Tools, UPAAL)
 Timed automata, Hybrid Automata (UPAAL)

* Process Algebras (LOTOS, CADP)

B. Logic based description of requwements
temporal logics: LTL, CTL*, CTL, .

C. Proving using Model Checkers or SAT Solvers.
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mJJ Formal methods supporting modelling and verification.
Quantitative approach
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A. Modelling of processes — Bayesian networks, Markov Chains, Markov
Processes (Discrete, Continues), etc.

B. Logic based description of requirements
probablilistic temporal logics: PLTL, PCTL*, PCTL, ...

C. Verification — probabilistic model checking — PRISM
https://www.prismmodelchecker.org/
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Probabilistic models described using PRISM language:

mﬂ PRISM — Probabilistic Model Checker 1/3

discrete-time Markov chains (DTMCs)
continuous-time Markov chains (CTMCs)
Markov decision processes (MDPs)
probabilistic automata (PAs)

probabilistic timed automata (PTAS)
Stochastic Petri Nets

Property specification language incorporates the well
known temporal logics:

PCTL (probabilistic computation tree logic),
CSL (continuous stochastic logic),

LTL (linear time logic),

PCTL* (subsumes both PCTL and LTL).

https://www.prismmodelchecker.org/
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mﬂ PRISM — Probabilistic Model Checker 2/3 ﬂ
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Case studies in many application domains
« Randomised distributed algorithms
« Communication, network and multimedia protocols

« Security related systems, contract signing and fair exchange
protocols, anonymity, threads and attacks, quantum cryptography
protocols, ...

« Planning and synthesis

» Performance and reliability,
 Game theory

 Power management

« Biology

https://www.prismmodelchecker.org/ 9
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Main publication:

Marta Kwiatkowska, Gethin Norman and David Parker. PRISM 4.0: Verification of
Probabilistic Real-time Systems. In Proc. 23rd International Conference on
Computer Aided Verification (CAV’11), vol. 6806 of LNCS, pp. 585-591, Springer,
2011

https://www.prismmodelchecker.org/
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“m Qualitative approach. Building formal models
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1. Direct approach using existing
(modified) formal description language
and the related tool (CPN, Automata,
Process algebra, e.g. LOTOS)

2. Automatic translation of software
models (UML, SysML, AADL) into
formal description language

3. Development of environment
supporting software design building
formal models

11



Direct approach using existing (modified) formal
description language and the related tool (CPN, Automata,
Process algebra, e.g. LOTOS)
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Hierarchical Timed Coloured Petri Nets (HTCPN)
An overview

TIMER 31

http://cpntools.orqg/

T'SET_VAL1T++
1'SET_VALZ++

1TSET_WAL3
Tinterf1 1task )
Tinterfi At task | color TASK = with
INTERFACE [guard_fitask_interf1, TASK1 | TASKZ | TASKS timed:;
1'REF VAL1 interf2, interf3}] color INTERFACE = with
FREF VAL2s SET VAL1| SET VAL2 | SET VAL3|
REF VAL3 REF VAL1|REF VAL2 | REF VAL3 |
- CONTR_VAL1 | CONTR_VALZ |
CONTR_VALS;
i color TIMER = int timed;
INTERFACE | et -
vartask_ : TASK;
4/ var interf. interf1, interf2. interf3 : INTERFACE:;
vartim : TIMER;
TCONTR_WVALT++ 1 TASK]++
TCONTR_VALZ++ 1 TASK2++
T'CONTR_VAL3Z 1'TASKS

Samolej S., Szmuc T.: HTCPNs-Based Tool for Web—Server Clusters Development in Software Engineering Techniques, LNCS vol.
4890, 2011, pp. 131-142
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Hierarchical Timed Coloured Petri Nets (HTCPN)
An overview
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m UJ Modelling queueing system
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Top—level system
model

Packet distribution
patterns

Queueing systems
patterns

Samolej S., Szmuc T.: HTCPNs—Based Tool for Web—Server Clusters Development in Software Engineering Techniques, LNCS vol.
4890, 2011, pp. 131-142 16



,@]]J!J. Direct validation possibilities

4

< Detection of the following system states

L)

Balance or unbalance of the system under certain load

Average system parameters under balanced state

4

< New cluster structures and data flow rules may be tested

L)

4

< Checking maximal length of queues, time requirements etc.
< Others offered by CPN Tools

L)

L0

Samolej S., Szmuc T.: HTCPNs-Based Tool for Web—Server Clusters Development in Software Engineering Techniques, LNCS vol.
4890, 2011, pp. 131-142

17



M Modified HTCPN.
Decision Nets (D-Nets) and Real Time Coloured Petri Nets (RTCP)

Ll\

AGH

Introduction of D-Nets (Decision Nets) modelling decision tables
enabling checking consistency and completnes of the tables
(requirements)

Modifications of HTCPN - RTCP
1. Priorities are assigned to transitions

Multiple arcs are not allowed

2
3. All colours are of time type
4

Time stamps are attached to places. Positive value of a stamp
specifies minimal time before the token may be used. Negative
value specifies the ,age” of the token.

18
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m Jﬂ D-Nets & Adder tool
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— Completeness — iff it exists
at least one rule succeeding
for any possible input state.

— Consistency (determinism)
iff no two different rules can
produce different results for
the same input state

— Optimality (redundancy) —

iff no redundant rules exist

ile Idit Table Ixperimental Help

FSE o0 Xhl EASSD

| Attribute| Domain I D ' cM | t H
D with mon|tuelwe |1 D [(M=dec) or (M=jan) or (M=feby }(H<9) or (H> 17}
M with janifeblmarl | 2 [(D<>sat) and (D=>sun} |(M=dec) or (M=jan) or (M=feb}  (H>=9} and (H==17}
H int with 0..23 3 |(D=sat) or (D=sun}y (M=dec) or (M=jan) or (M=feby H
1 int with -5..3% 1 B (M=mar) or (M=apr} or (M=may} (H<9]J or (H>1V}

5 [(D<>sat) and (D<>sun)
6 |(D=sat) or (D=sun¥

/ b

8 |l(D<=sat and (D<>sun}
9 |{D=saf} or (D=sun}
10 D

11 [(D=<>sat) and (D<>sun)

12 [(D=sat) or (D=sun}
13 |

(M=mar) or (M=apr) or (M=may}
(M=mar) or (M=apr) or (M=may}
(M=jun} or (M=jul) or (M=aug}
(M=juny or (M=jul) or (M=aug}
(M=jun} or (M=jul) or (M=aug}
(M=sep) or (M=oct} or (M=nov}
(M=sep) or (M=oct} or (M=nov}
(M=sep) or (M=oct} or (M=nov}

(H>=9) and (H<=17}
H

(H<9} or (H>L¢}
(H=<9) and (H<=17}
H

(H=9) or (H=17)
(H>=9) and (H==17}
H

EXS
14
18
14
15
20
15
27
24
27
16
20
16

H/AC System ]

=+ Not covered states; **

Nat found.

Table is complete.

=+ Not consistent sets of rules: ***
Not found.

Table is consistent.

#* Dependent rules: ***

Not found.

Table is semi-optimal.

S

Szpyrka M., Szmuc T.: Integrated Approach to Modelling and Analysis Using RTCP-Nets. In: Software engineering
techniques : design for quality (ed. Krzysztof Sacha). — New York, NY, USA: Springer
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MJJJ Generated D-Net
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(m.d.h) .
> Rl 14
[(h<9orh=>17) and (m = dec or m = jan or m = feb)]
m.d.h
( ) N 18
[d<=sutandd<=sunandh>=9%andh<=17
and (m = dec or m = jan or m = feb)]
(m.d.h) .
- R 14
[(d=sut or d =sun) and (m = dec or m = jan or m = feb)] \
(m.d.h) 15
- R4
[(h<9orh=>17) and (m=mar or m = apr or m = may)] \
(m.d.h)
- RS 20
[d==sutand d <>s

sinandh>=9and h<=17
and (m = mar or m = apr or m

= may)]
(m.d.h) 15
/ > R6 Temperature
[(d=sutor d=sun) and (m = mar or m = apr or m = lllﬁV} Output
\{111.(1.11)
[(h<

27
9orh= 17) and {111 = jun or m = jul or m = aug)] /‘
Szpyrka M., Szmuc T.: Integrated Approach to Modelling and Analysis Using RTCP-Nets. In: Software engineering
techniques : design for quality (ed. Krzysztof Sacha). — New York, NY, USA: Springer



Il orver page
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HS

Reading

TurnOnHeating
HS \
I . /
C TurnOffHeating

HS

DriverState
(normal.ok)

1
DetectFailure [

HS

TurnOnAirCond
HS
: 1
TurnOffAirCond
HS

Szpyrka M., Szmuc T.: Integrated Approach to Modelling and Analysis Using RTCP-Nets. In: Software engineering

techniques : design for quality (ed. Krzysztof Sacha). — New York, NY, USA: Springer
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mJJ Measurement page

I

Hazard
(D)

on@13

State
(on)

Measurement

T emperature

—

tl
2

In/Out

T emperature
(20)

(20)

t2
- Office
Office

Szpyrka M., Szmuc T.: Integrated Approach to Modelling and Analysis Using RTCP-Nets. In: Software engineering
techniques : design for quality (ed. Krzysztof Sacha). — New York, NY, USA: Springer
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AGH _
if(t — t1 > 2) then (heat.ok)

else if(tl — t = 2) then (cold.ok)

]]UJ Reading — linking page

DriverState
(normal.ok)

else (normal.ok) h (y1.0k)
{  Driver
/ In/Out __/
Temperature (20)
t T
ReadingOut ﬂm:m‘\ > Readingln
A A In/Out /
\ Date (mon.apr.10) J
o ook )
(Amh)@30  Trout / (d,m.h)
(d.m.h.t) (d.m.h.t)
\ Memory /
tl Data (d.m.h)
_ t1 (d.m.h)
@ Reading - q]}llt
HS
Temperature Date

Szpyrka M., Szmuc T.: Integrated Approach to Modelling and Analysis Using RTCP-Nets. In: Software engineering
techniques : design for quality (ed. Krzysztof Sacha). — New York, NY, USA: Springer, 2006



Automatic translation of software models (UML,
SysML, AADL) into formal description language

SysML > CPN

g — &

Tools]

https://www.eclipse.org/papyrus/ http://cpntools.org/

24
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mJJ SysML features

. Simpler than UML (less diagrams)
2. Integrates hardware and software description

. Possibility to integrate other models e.g. output from

ControlShell

25
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m J]J SysML overview 1/2

AGH
SysML
Diagram
Behavior Requirement
Diagram Diagram
Use case Sequence Activity State Machine
Diagram Diagram Diagram Diagram

Sanford Friedenthal, Modelling with SysML — Tutorial at INCOSE 2010 Symposium, 2010

new diagram
modified diagram

Structure
Diagram

T

Block Definition Internal Block Package
Diagram Diagram Diagram
Parametric
Diagram
26
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SysML overview. Additional diagrams 2/2

requirements diagrams (RD) — relationships between requirements
and/or related use cases, blocks, etc. They are used for structuring textual
requirements using several dependency relations: containment, trace, derive
requirement, refine, satisfy, and verify.

block definition diagrams (BDD) — used to specify blocks, actors, value
type, constraint blocks, flow specifications, and interfaces form types for
other elements appearing in other SysML diagrams.

internal block diagrams (IBD) — internal structure of the related blocks.
Any IBD describes in which way parts of a block must be connected to create
an instance of the block.

parametric diagrams (PR) - specify relationships between blocks and
constraint blocks. Constraint blocks are used to close inside frame
constraints, i.e. bindings between parameters expressed by equations and
mathematical relationships.

27



Translation of selected diagrams

AGH
SysML
Diagram
Behavior Requirement
Diagram Diagram
Use case Sequence Activity State Machine
Diagram Diagram Diagram Diagram

1

new diagram
modified diagram

translated diagrams

Structure
Diagram

T

Block Definition Internal Block Package
Diagram Diagram Diagram
Parametric
Diagram

28




IBD - CPN

+ Portl: String [1]

=l + md: ManeyDispenser [1]

ni

Structure of ATM

[NetworkInterface |~

st

«Blocks Display Keyboard CardReader
ATM
ds kb cr
=+ kb: Keyboard [1] =1 + cr: CardReader [1] st st
+ Portl: String [1] + Portl: String [1]
=+ ds: Display [1] =1+ pt: Printer [1] str
+ Portl: String [1] + Portl: String [1] st st
+ KBPort: String [1]
+ DSPort: String [1] + PTPort: String [1] st
+ CRPort: String [1] DSPort cl
=+ cl: Controler [1] str Controler
) st
+ MIPort: String [1] MDPart: Sring [1]
+ ort: String
=+ ni: NetworkInterface [1] + Portl: String [1]

Internationa;l Conference Mixded Design of Integrated Cuircuits and Systems, 2018, pp. 420-423

st

@ @ -
str

str

st

pt
st

Printer

str

md

[MoneyDispenser ]

W. Szmuc, and T.Szmuc: Towards Embedded Systems Formal Verification. Translation for SysML into Petri Nets. In Proceedings of teh
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M Activity diagrams - CPN. Mapping of symbols 1/3
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InitialMNode

o =

)<>Decisinr1Hode > .
Decision
—

QMerquode . @

W. Szmuc, and T.Szmuc: Towards Embedded Systems Formal Verification. Translation for SysML into Petri Nets. In Proceedings of teh
Internationa;l Conference Mixded Design of Integrated Cuircuits and Systems, 2018, pp. 420-423
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M Activity diagrams CPN. Mapping of symbols 2/3
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ForkMNode
—-
=

—>
JoinNode \
/

=

(@) ActivityFinalNode

W. Szmuc, and T.Szmuc: Towards Embedded Systems Formal Verification. Translation for SysML into Petri Nets. In Proceedings of teh
Internationa;l Conference Mixded Design of Integrated Cuircuits and Systems, 2018, pp. 420-423
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M Activity diagrams - CPN. Mapping of symbols 3/3
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target
SendSignal rfP
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Activity

Act|V|ty




Activity Diagram describing behaviour of ATM

AGH 4]

Start D5Port

SendWelcomeScreen

CardInserted

r Autharise — 1

CardID

(

result
\ Decision Ok?
Sendienu =
X D5Part
Option [na]
withdrawhdloney 1 getBalance CRPort
SendEjectCard
money balance
end J end
DSPort
SendfuthorizationError
Mergel .,h/'l\ print? [yes]
CRPort PTPort
SendEjectCard SendPrint
[no]

MDOPort
SendWithdrawhMoney

> ]

D5Part

SendFarewellScreen

Merge3 ActivityFinalNodel
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The translated CPN model

@ "Menu"
[BSPort]

str

KBPort1
KBb

str

WaitingForCard

DisplayingMenu Ejectingl

Decision

DisplayingError

“money”

"balance"

WithdrawMoney

GetBalance ‘

ithdrawingMoney |

[GettingBalance |

@ "EjectCard"

str

#amount tr
MDPortO

str

tr
Y
Eject2

tran
tr

Ejecting2

tr
tran
tr

Withdrawing —tj
.

PrintDecision

tr

[#pr tr="yes"] L#pr tr="no"]

"EjectCard" @
[CRPoH]

"AuthorisationError”

"WecomeScreen"
Welcome >»{ DSPortl
str

str

D

str

Finishing

tr

Printing

NoPrinting

#amount tr

PTPortO
Out

str

"FarewellScreen"

Farewelling
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mﬂ Implementation

Papyrus (https://www.isis-papyrus.com/software ) tool are used for
modelling of SysML artefacts.

Papyrus output — XML specification of SysML model is converted
into XML model of Coloured Petri Net being an input to CPN Tools
(http://cpntools.org/ ).

Coloured Petri Nets are modelled and analysed using CPN Tools.

Beta version of the prototype

35
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V-Development life-cycle

System development life cycle

Operational

System Logical Design Integration ' Verified
system

requirements models phase phase ! system

----------------

\ \ /

System | System N 0 System o Integrated _
design verification testing system

Su hS\?tem ______ Su l.'.l.‘.lvsh‘em ____________________ Subsyr:f,tern _____ 1 subsystems
design verification testing

\ \ /

mponen
Cumpgnﬂnt .. Co ‘po f tN 1 Camp?nent «<e-{ Components
design verification testing
\ . /

Implementation

Development flow e

Dependencies =----

* Houbing Song, Danda B.Rawat, Sabina Jeschke, and Christian Brecher: Cyber-Physical
Systems. Foundations, Principles, and Applications, Elsevier, Intelligent Data Centric

Systems, 2017
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Place in software development

System
requirements

\\

System development life cycle

Logical
models

Design
phase

Subsystem

design |
\ N\

Component
design

\

Integration :
phase :

----------------

.o System o
testing

: Operational
: system

f

Integrated _
system

/

R Subsystem 3y _ |
testing

Subsystems

/

----- Components

_of Component
| testing

. /

Development flow e

Dependencies =-----

Implementation
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Development of environment supporting
software design building formal models
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Alvis = ALgebra + VISualisatio



MJJJ Aim of the project

AGH

easy to use for engineers formal modelling language
visual language for models structure design
high level programming language for models behaviour definition

models verification with model checking techniques

* K K K *

suitable for modelling concurrent, real-time, embedded and
distributed systems

40
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AGH

Agent — a distinguished part of
the system under

consideration with defined
identity persisting in time;

41
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MM Key concepts

AGH

Active agent — performs some
activities, similar to a task in
Ada language;

42
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Code statements

if (g) {...} else {...}

if (gl) {...} elseif (g2) {...}
loop (g) {...}

loop {...}

Jump label;

null;

[exec] X = eXpression;

in p;

in p X;

out p;

out p x;

select { alt (gl) {...} alt (g2)
proc (g) p {...}

start A;

exit;

. else {...}

i
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Communication diagram

Bh2
right left
() ()
. right
h . . . left
put get put get .
F1 F2

44
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MJ Code layer

agent Phl, PhZ, Ph3, Phi4
loop {
in right;
in left;
out right;
out left;

agent F1, F2, F3, F4, F>5
taken :: Bool = False;
proc (taken == False)
taken = True;

out get;

}

proc (taken == True)
taken = False;
in put;

, Phb

{

get {

put {

F1

get
F5

put

F4

45
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Mlﬂ Haskell filtering functions

AGH

* Filtering functions search for parts of a given LTS graph stored as
a Haskell list.

* Filtering functions can be both state and action oriented.
CADP approach is action oriented.

Universal filtering functions

deadState :: Node —-> Bool

deadState (n,s,1ls) = 1ls == []
—— Tfilter deadState 1Its

singleOutState :: Node —-> Bool
singleOutState (n,s,1s) = (length 1s) == 1
—— filter singleOutState Its

46



www.agh.edu.pl

lll

AGH

-

MJ Development process

Model design Requirements / Verification
properties
Design of
communication R
diagram Implementation Verification with
of filter functions filter functions
g " 1
Implementation Srz.emflcatlont 2 Model checking
of code layer quIrements with CADP
(;¢ calculus)
J
Vv s v g - Y N’ v
Alvis Editor Alvis Compiler text editor GHC, CADP
Alvis— Haskell LTS

47




ALVIS — editing layers

Agents

active agent

A

passive agent

hierarchical agent

Communication channels

| ;
§ \\ one-way connection

output procedure call

i)
O e o S I fo g Sl TR SR

* & & ¢ @

* & ¢ & ¢ ¢ @

.
e proc (g) p {...}

Code statements

exec x = eXxXpression;

exit;

in p x;

in () p %;

in (t) p x {
success ...}
fail: Jou o] ]

Jump lzbel;

loop (g) {...}

loop {...}

null;

out p x;

out (L) p x;

out (L) p x {
success {...!}
fail {.. }

¢ select |

alt (gl) {...}
alt (g2) {...}
start 1L;

M. Szpyrka, P. Matyasik, M.Wypych, J.
http://alvis.kis.agh.edu.pl/wiki/start

Biernacki, and . Podolski: Alvis modeling language. Manual, 2017,

48



http://alvis.kis.agh.edu.pl/wiki/start

Alvis process

AGH
i Model design i
| I
1 Design of i
| commumication :
1 diagram : Alis
} » ' Editor
| * |
| I
1 Implementation :
| of code layer :
| |
| |
| o
| wpdaton | 4B
| ' Compiler
s v bovesnn. ceosesas
; Spemﬁca,tmn Speczfzcatzon Implomentation :
| of requiirements of requirements Fltees Bt :
; (LTL, CTL} {1 calculus) £ TREE RGeS ]
editor |  editor
! LTS graph !
} generation :
| b |
AlvisZruXmy | \ GHC
| Verification with :
l filter functions :
| |
| :
__________ ‘ ! I bmmmmmm e
| |
nuXmy | Model checking | |  Model checking ' CADFP
| |

M. Szpyrka, P. Matyasik, M.Wypych, J. Biernacki, and t. Podolski: Alvis modeling language. Manual, 2017, 49
http://alvis.kis.agh.edu.pl/wiki/start
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{7 Alvis Language - home page

AGH University of Science and Technology

Krakow, Poland

start People Alvis

Sidebar

Main

= Alvis Home Pages

= Alvis NCM Project 2009-11
= RTCP-nets

Internal

= Archives

= Tools TODO
= Plan

—Table of Contents
< Welcome to the FM Wiki

- Alvis
. PetriNetZModelChecker

Toolbox

+ Show pagesource
w Old revisions

» Recent Changes
w Backlinks

« Sitemap

» Log In

» Back to top

Trace:

Trace: = start

Research Software Internal

Welcome to the FM Wiki

Welcome to the FM Wiki at http://alvis.kis.agh.edu.pl. This Wiki is used to keep track of several Research Projects
related to Formal Methods that are carried out in Department of Applied Computer Science at AGH University of
Science and Technology. The Formal Methods Research Group is led by Prof. Marcin Szpyrka.,

Alvis

@
|

This page is also the Home Page for Alvis Language.

PetriNet2ModelChecker

http://alvis.kis.agh.edu.pl/wiki/start

Tools for translation of Petri nets
reachability/coverability graphs into different model
'LMZMOdEICheCkEP checkers formats (nuXmv, CADP).

E Marain Szpyrka 2008-13
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mﬂ Conclusions

Formal methods may improve software development esp. from
integration & consistency point of view

Advanced methods of state space reductions extend applicability to
industrial systems

Automation of the translations and integrated development systems may
encourage developers for using formal methods

Rigorous use of formal methods may reduce testing costs
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