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Abstract:

Border Gateway Protocol (BGP) enables the Internet data routing. BGP anomalies may
affect the Internet connectivity and cause routing disconnections, route flaps, and
oscillations. Hence, detection of anomalous BGP routing dynamics is a topic of great
interest in cybersecurity. Various anomaly and intrusion detection approaches based on
machine learning have been employed to analyze BGP update messages collected
from RIPE and Route Views collection sites. Survey of supervised and semi-supervised
machine learning algorithms for detecting BGP anomalies and intrusions is presented.
Deep learning, broad learning, and gradient boosting decision tree algorithms are
evaluated by creating models using collected datasets that contain Internet worms,
power outages, and ransomware events.
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