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» Cyber-physical system security
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What are cyber-physical systems?



What are CPS

Deep Human-Machine Cooperation

Mechanization
Cyber-Physical Cognitive System

Water Power
Steam Power
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What are CPS

US. Grid

| 2030 Plan

1992 2003

The concepts of
CPSs were
firstly put
forwarded

~N

2006

Germany The Birth of
Leaded the — 1 ‘Industrial 5.0’
Industrial 4.0 with HMC
2013 2015

2018 ‘l

First Symposium
on CPS (NSF)

European Union
“CPS Euro
Roadmap and
Strategy”
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What are CPS

* Cyber-physical system
is a combination of
physics with cyber
components,
potentially networked
and tightly
interconnected.
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What are CPS

Computation/Software/Code

Plant/Process/System b SC_“
* Cyber-physical system / — e
is a combination of Sending nformation
physics|with| cyber
components, e N
potentially networked oo [
and tightly hie e
interconnected.
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Do not design the physics

What are CPS / and the cyber separately

Computation/Software/Code

Cyber Space
Plant/Process/System = "
o Cyb er_physi cal system """""
is a combination of ZZ%?.?‘Z} Qﬁ?ﬁﬁé‘fﬁé‘n
. . Networks

physics jwith| cyber =
components, ! \, L

. =0~
potentially networked o o (& o -
and tightly e poee -
interconnected. o8l %
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Components of CPS

* Sensor proof

« DoS
Information leakage

Enforced computing error
Timing error

Computation Communication

Cyber-Physical Eavesdropping
 Packet modification

Sy stems * Man-in-the-middle attack
 Resource blocking

Storage

Storage modification d Authentication failure
Data remanence * Deadline miss

University of Adelaide 10



Cross-Discipline Insights of CPS

Computer Science and Engineering
* Control with shared processors
« Component privacy
» Verification and validation with timing

Control, Estimation and System Theory
« System resilient to large changes
* Design methods that scale well
« Framework for heterogeneous components

N

Modeling

~

Communication and Information Theory
« Coordination among several controllers
« CPS security
* Control across communication channels

Design

&

<
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Typical examples of CPS

Robotic systems

University of Adelaide 12



Typical examples of CPS

Intelligent transportation systems
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Typical examples of CPS

Multiple vehicular systems

14
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Typical examples of CPS

Smart Grids

Solar PV power plant

Storage Solar PV

Wind power plant
power plant

ﬁlﬁé \\“%

Power Station Power Transformer Transmission substation

=
—

Distribution
substation

.
power plant | I Storage
~N

Storage
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CPS: Security Incidents

BE 0 signin Home News Spart Reel Warklife Travel MABC

NEWS

Home | Coronavirus | Video World | US & Canada | UK | Business | Tech Science | Stories | Entertainment & Arts Ay frete) - »
- h . S HACK Groe
Hackers threaten to leak plastic WackHome  Podcast  Contact

surgery pictures o .

by s Stuxnet: The real life sci-fi story of ‘the

® 24 December 2021 euUronews. Europe World Business Sport Culture Green Next Travel Video := Programmes ¥

world's first digital weapon'’
Italian website for vaccination appointments targeted by ...
@NEWS VIDEO LIVE SHOWS hackers QCDMMENTS

By Euronews with AFP + Updated: 02/08/2021

Personal Finance  Ecomomy Markets  Watchlist  Lifestyle RealEstate Tech TV  Podcasts More |
BUSINESS

Japanese carmaker Honda hit by S
cyberattack SolarWinds hackers viewed

Japanese carmaker Honda says it has been hit by a cyberattack Microsoftls sou rce code

8y DANICA KIRKA Associated Press
June ¢ 4 PM * 2 min read CC)TTT[]HH)-‘ says no customer data was accessed

https://www.bbc.com/news/technology-55439190
https://www.foxbusiness.com/technology/solarwinds-hackers-viewed-microsofts-source-code
https://abcnews.go.com/Business/wireStory/japanese-carmaker-honda-hit-cyber-attack-71152068
https://www.abc.net.au/triplej/programs/hack/the-worlds-first-digital-weapon-stuxnet/7926298
https://www.euronews.com/2021/08/02/italian-website-for-vaccination-appointments-targeted-by-hackers



CPS security

A Joint Cybersecurity Advisory published by the Cybersecurity & Infrastructure Security Agency
about destructive malware targeting organizations in Ukraine is seen Feb. 28.

Russia Ukraine: 'Most serious cyberattack of the Ukraine war' cripples tens of thousands modems (9news.com.au)

University of Adelaide 18


https://www.9news.com.au/world/russia-ukraine-most-serious-cyberattack-revealed/3ce0b41e-12a4-441f-91a1-f2f25ea92ed6

CPS security

« Cyber security was earlier studied in computer science,
defined as preventing attackers from achieving objectives
through unauthorized access to computers and networks.

« CPS security includes both security, which sometimes is used
as a system property that corresponds to defend against
attacks, and resiliency, a system property that corresponds to
survival and recovery after the occurrence of an attack[1]

[1] S. M. Dibaji, M. Pirani, D. B. Flamholz et al., “A systems and control perspective of CPS security,” Annual reviews in control, vol. 47,
pp. 394-411, 2019.

University of Adelaide 19



CPS security

« Cyber security was earlier studied in computer science,
defined as preventing attackers from achieving objectives
through unauthorized access to computers and networks.

The intrinsically open attribute of the cyber layer leads to
information eavesdropping, privacy intrusion, and service
interruption, even causing the negative impacts of physical
processes mirrored from cyberspace to the nature world

Owing to the deep integration of cyber and physical realms, normal
operation can be disrupted leading to serious security incidents

From the perspective of control engineering, security is crucial for
CPSs

[1] S. M. Dibaji, M. Pirani, D. B. Flamholz et al., “A systems and control perspective of CPS security,” Annual reviews in control, vol. 47,
pp.394-411, 2019.

University of Adelaide 20



CPS security

Security objectives  CIA Triad

Confidentiality

Information

Security

pd N

Availability

What is the CIA Triad? Confidentiality, Integrity and Availability | Cybrary

Integrity

University of Adelaide
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https://www.cybrary.it/blog/2015/06/what-is-the-cia-triad-confidentiality-integrity-and-availability/

CPS security

Security objectives  CIA Triad

« Confidentiality
— Rules limiting who has access to information

« Integrity
— Rules governing how and when information is modified
 Availability

— Assurance that people who are authorized to access information
are able to do so

University of Adelaide 22



CPS security

Security objectives  CIA Triad

* Confidentiality == Disclosure attack
— Rules limiting who has access to information

* Integrity = Deception attack
— Rules governing how and when information is modified

* Availability == Disruption attack

— Assurance that people who are authorized to access information
are able to do so

University of Adelaide 23



CPS security

Types of cyber-attacks

 Disclosure attack

— The aim is to find access to informative signals or obtain conclusive
information about them

University of Adelaide 24



CPS security

Types of cyber-attacks

 Disclosure attack

— The aim is to find access to informative signals or obtain conclusive
information about them

« Deception attack

— Data and resources that cannot be modified without authorization
o Characterized by Bernoulli random variable

University of Adelaide 25



CPS security

Types of cyber-attacks

 Disclosure attack

— The aim is to find access to informative signals or obtain conclusive
information about them

« Deception attack
— Data and resources that cannot be modified without authorization

 Disruption attack
— Communication channels that are accessible to authorized parties at
appropriate times

o Characterized by Bernoulli variables, pulse-width-modulated
jamming signals, the maximum number of consecutive jamming
actions and attack frequency and duration

University of Adelaide 26



CPS security

Types of cyber-attacks

 Disclosure attack

— The aim is to find access to informative signals or obtain conclusive
information about them

« Deception attack
— Data and resources that cannot be modified without authorization

« Disruption attack

— Communication channels that are accessible to authorized parties at
appropriate times

« Hybrid cyber-attacks

Dynamic hybrid-triggered-based fuzzy control for nonlinear networks under multiple cyber-attacks,” IEEE Transactions on Fuzzy
Systems, DOI: 10.1109/TFUZZ.2021.3134745, 2021

University of Adelaide 27



CPS security

Differences Between Faults and Attacks

Attacks

* Physical disturbance events not act in a coordinated manner

« Mathematical assumptions/dependencies (magnitudes/statistics)

Faults

« Effectively monitored by anomaly detection and identification
 Not induced by human impacts

University of Adelaide 28



CPS security

Differences Between Security and Safety

/‘

Security <

AY4

Safety <

.

Goal: Protecting the systems from humans

Risk Source: Potential ‘human-in-the-loop’ attacks by virtue of
accessing the system locally or remotely to threat the normal operation

and configuration
Assessment: The sources of threats are normally unknown and hard to
predict in view of the adversary abilities. Difficult to assess its impacts

Influence: The system itself and its operation environment

Goal: Protecting humans from the systems
Risk Source: Accident risk of systems caused impacts on the system
environments leading to nature destroying

Assessment: The features of hazards are more scrutable. Such analysis
can be deployed by set-based methodologies. Its feedback is reliable when
the hazards are relatively stable

Influence: The system’s operation environment.

University of Adelaide
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CPS security

Defender

Make effective countermeasures  Design stealthy attacks to
against cyber-attacks, ensuring degrade the system performance
that CPS run safely and securely =~ without being detected

University of Adelaide 30



CPS security

Defender

/

Given the available sensor measurement of a system subject to the
attack, develop a desirable security control scheme such that

 the actual system state can be estimated accurately and reliably

- the manipulated system can be recovered from attacked operation
back to normal

 Attack detection
d Secure estimation
d Secure control

University of Adelaide
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Fuzzy-model-based lateral control for networked autonomous vehicle systems under hybrid cyber-
attacks, IEEE Transactions on Cybernetics, 2022

Dissipativity-based sliding-mode control of cyber-physical systems under denial-of-service
attacks. IEEE Transactions on Cybernetics, 2020

Resilient adaptive event-triggered fuzzy tracking control and filtering for nonlinear networked
systems under denial of service attacks, IEEE Transactions on Fuzzy Systems. 2021.

Attack and estimator design for multi-sensor systems with undetectable
adversary, Automatica 2019

Dynamic hybrid-triggered-based fuzzy control for nonlinear networks under multiple cyber-
attacks, IEEE Transactions on Fuzzy Systems, 2021

Sparse false injection attacks reconstruction via descriptor sliding mode observers, IEEE
Transactions on Automatic Control, 2020

Memory-based continuous event-triggered control for networked T-S fuzzy systems against
cyberattacks, IEEE Transactions on Fuzzy Systems, 2020

Hybrid-triggered interval type-2 fuzzy control for networked systems under attacks, Information
Sciences, 2021

Event-triggered control for networked systems under denial of service attacks and
applications, IEEE Transactions on Circuits and Systems I: Reqular Papers, 2021

University of Adelaide 32
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Attack design

Process —

Sensor

Wireless
network

E% Adversary

Remote state

estimator
Y
False data
detector | Attack?

University of Adelaide
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Attack design

Nominal
Innovations
Zy .
Process ——| Sensor Wireless Remote state
Vi estimator
Sensor 5 Modified
measurements k innovations y
False data
{% Adversary detector | Attack?
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Attack design

Nominal
Innovations
Zk
Process —| Sensor Wireless Remote state
Vi network estimator
Sensor Modified
measurements innovations y
False data
——»
E% Adversary detector | Attack?

v' x, detector /

v Communicate-rate-based
false data detector
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Attack design

Sensor
scheduling
algorithm

Process —| Sensor

Nominal
innovations

Yk

Sensor
measurements

Wireless

Remote state

estimator
5 Modified
K innovations y
False data
4‘% Adversary detector | Attack?
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Attack design

Sensor
SChedUIing Nominal
algorithm innovations

Process —| Sensor

Wireless

Remote state

Vi estimator
Sensor 5 Modified
measurements kX innovations y
False data
5% Adversary detector | Attack?
v’ Intercept the transmitted packets /
v Block the communication channel
v’ Inject false data
University of Adelaide 38



Attack design

Process — Sensor

k

Wireless

network

d: Decisive sensor indicator
dq k@ Attack decision

'

Remote state

estimator
False data
detector | Attack?

d Casel:d, =0, dg, = 0. No attacks

4 Casell: dj, =

O Case IV: dj, =

, dgr = 0. Disruption attacks
d Caselll: dy =0, dg, = 1. Deception attacks
1,d,; = 1. Hybrid attacks

University of Adelaide
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Attack design

k

Wireless

Process — Sensor

'

Remote state

network estimator
Zy,

False data

{% Adversary detector | Attack?
Casel: d, =0, d,, = 0. No attacks.
Data sent by sensors 7 _ ,
Wireless .V Data received by
False data injection ~ _,| networks remote state estimator

University of Adelaide
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Attack design

k

Process — Sensor

Wireless

» Remote state

network

estimator

False data

fg\ Adversary detector | Attack?

Case Il: dy = 1, dg = 0. Disruption attacks

Zk

Data sent by sensors >

False data injection .

Wireless

Partial Zk  pata received by

networks

»

remote state estimator

University of Adelaide
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Attack design

k

Wireless »| Remote state

Process — Sensor

network estimator
Zy
False data
fg\ Adversary detector | Attack?

Case Ill: dy, = 0, d, , = 1. Deception attacks

Data sent by sensors - _ N _
Wireless Zk Data received by

networks remote state estimator

~

Zk

A 4

\ 4

False data injection
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Attack design

k

» Remote state

Process — Sensor Wireless .
network estimator
Zy
False data
fg_\ Adversary detector | Attack?

Case IV:dy =1, dy, = 1. Hybrid attacks

Partial z,

Data sent b 7k
ata sen Sensors > _
y Wireless and Z Data received by

»
»

\ 4

~

“k networks remote state estimator

\ 4

False data injection
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Attack design

Probability distribution of innovation
Nominal innovation Z,~N (0,2, )

Compromised innovation — Z~N (0, 2 )

Transmission rate

(1)
(2)

University of Adelaide
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Attack design

Probability distribution of innovation
Nominal innovation Z,~N (0,2, ) (1)

Compromised innovation Zi~N (0,2 ) (2)

Transmission rate

Total number of transmission under normal operation

k _
A S A = di < Ag (3)
=1
Total number of transmission under attacks
A S A < Ay (4)

University of Adelaide
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Attack design

Attack model

Compromised innovation Zi~N(0,X;) (2)

7 -
k Total number of transmission under attacks

L < A < Ay (4)

Stochastic event-based stealthy hybrid attacks on remote state estimation with packet dropouts, /EEE Transactions on Automatic
Control

Design of stealthy attacks on remote estimation with historical data,/EEE Transactions on Control of Network Systems

University of Adelaide 46



Attack design

Attack modelltt2]
Compromised innovation Zi~N(0,X;) (2)
yd

Z
k Total number of transmission under attacks
e <A < A (4)
Attack evaluation
Py = E[(xx — X)) (x — %) ] (5)

[1] Z. Lian, P. Shi, C. P. Lim, and R. K. Agarwal, “Stochastic event-based stealthy hybrid attacks on remote state estimation with packet

dropouts,” IEEE Transactions on Automatic Control, under revision, 2022.
[2] Z. Lian, P. Shi, and C. C. Lim, “Design of stealthy attacks on remote estimation with historical data,” /EEE Transactions on Control of

Network Systems, under review, 2022.

University of Adelaide 47




Attack design

Attack modellil2]

/ Compromised innovation Zi~N(0,X;) (2)
Zi

Total number of transmission under attacks
e <A < A (4)

Attack evaluation

Py = E[(xx — %x) (g — Xx)7] (5)

Problem of max Py,
interest subject to (2), and (4)

University of Adelaide 48



Attack design

Simulation results
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Attack design

Simulation results

B 10 | I T
% ——-DoS attack
- ----FDI attack
% ——Hybrid attack| "  ___ceeeea-mmmee
Est Lo :
| e
o)
O |
o))
©
o
< 0 | | |
0 100 200 300 400 500 600

Process step

Average estimation error under different attack policies
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CPS is a combination of physics with cyber
components, potentially networked and tightly
interconnected.

Cyber-physical
systems

Typical

S Security issues
applications

* Robotic systems
* Vehicular systems Defenders’
* Power systems aspect

Attackers'
aspect

Behaviors of attackers and defenders

within a game-theoretic framework

University of Adelaide 52



Cyber-physical
systems

CPS security refers to defending against
attacks and surviving and recovering
after the occurrence of an attack.

Typical

S Security issues
applications

 CIAtriad
 DDD attacks, and hybrid attacks

Defenders’
aspect

Attackers'

aspect

Behaviors of attackers and defenders
within a game-theoretic framework

University of Adelaide 53



Typical
applications

Cyber-physical
systems

Security issues

Vi

Defenders
aspect

Attackers'
aspect

Make effective countermeasures
against cyber-attacks, ensuring that
CPS run safely and securely

Design stealthy attacks to degrade
the system performance without
being detected

Behaviors of attackers and defenders

within a game-theoretic framework

University of Adelaide
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Thank you for listening
Questions/Comments?

University of Adelaide
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Plans --Professorship Program

Research collaborations in any forms

« Funding applications

 Junior staff/postgraduates training/supervisions
 Publications

 Journal special issues

* Conferences/symposiums/workshops/invited
sessions

« Exchange programs

University of Adelaide 56
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